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(54) Network error display apparatus and error detection display method 



(57) A problem is to propose a network error display 
apparatus and an error detection display method capa- 
ble of displaying a user's measure intelligibly while mak- 
ing a distinction between an error of the receiving sys- 
tem on the network and an error within a device. A net- 
work error display apparatus includes: an IEEE 1394 
signal processing section (4) for detecting an error of a 
loop state in an IEEE 1394 network, detecting a link 
state, detecting an error which occurs in such a state 



that there is a link for the network or an error which oc- 
curs in such a state that there is no link for the network; 
a main body processing section (5) for storing messag- 
es indicating error states and conducting display 
processing on messages stored on the basis of an error 
state; and a display section (6) for displaying a message 
for a user. Therefore, a user's measure is displayed in- 
telligibly while making a distinction between an error of 
the receiving system on the network and an error within 
a device. 
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Description 

[0001 ] The present invention relates to the field of net- 
work error display. Embodiments of the invention can be 
applied to, for example, a system which transmits and 
receives data via an interface conforming to the com- 
munication format of an IEEE 1394. 
[0002] As a conventional apparatus comprising an AV 
(Audio/ Video) system, there is an apparatus in which a 
read only CD (Compact Disc) player, and a recordable 
and reproducible MD (Mini Disc) recorder/player are 
connected to an STR (Stereo Tuner Receiver) having a 
tuner'function to which an analog signal can be input, 
via an interface. 

[0003] In the above described AV system, it is possi- 
ble to switch over among an analog function mode, a 
tuner function mode, a CD function mode, and an MD 
function mode by conducting input selection in the STR. 
[0004] However, any alarm display has not been giv- 
en for a loop connection in the STR of the conventional 
AV system, although the loop connection is inhibited on 
the protocol of the I EEE 1 394 serial interface. Therefore, 
there is a disadvantage that a user cannot recognize the 
loop state. 

[0005] Even in the case where error display is con- 
ducted, there is no distinction between an error of a re- 
ceiving system and an error within the STR, and con- 
tents of error display are vague. Furthermore, in this 
case, some symptoms are handled collectively as one 
alarm display. This results in a disadvantage that the us- 
er cannot determine what kind of measure should be 
taken. 

[0006] Furthermore, in the case where a personal 
computer (PC) is connected to a MD or DV (digital video 
tape recorder) to form a network and the PC has detect- 
ed the loop connection, the PC cannot conduct error dis- 
play showing loop connection, in the conventional art, 
unless the PC starts driver software of the MD or DV, 
which is low order, and thereafter starts control software 
of the MD or DV, which is high order application soft- 
ware. Therefore, if an error is detected, the high order 
application software cannot be started immediately. As 
a result, error display cannot be conducted. 
[0007] In view of the points heretofore described, 

embodiments of the present invention seek to pro- 
vide a network error display apparatus and an error de- 
tection display method capable of displaying a user's 
measure intelligibly while making a distinction between 
an error of the receiving system on the network and an 
error within a device. 

[0008] In order to solve or at least alleviate the above 
described problems, a network error display apparatus 
of the present invention is applied to an IEEE 1394 net- 
work. 

[0009] A network error display apparatus of the 
present invention comprises first detection means for 
detecting an error of a loop state of the network, second 
detection means for detecting a link state for the net- 



work, third detection means for detecting an error which 
occurs in the case where such a state that there is no 
link for the network is detected by the second detection 
means, fourth detection means for detecting an error 
5 which occurs in the case where such a state that there 
is a link for the network is detected by the second de- 
tection means, storage means for storing respective 
messages indicating error states detected respectively 
by the detection means, display means for displaying a 
message for a user, and control means for reading out 
a message which indicates error states from the storage 
means based on error states detected respectively by 
the plurality of detection means, and displaying the mes- 
sage on the display means. \ 
[0010] Furthermore, an error detection display meth- 
od of the present invention is applied to a network using 
the IEEE 1394. 

[0011] An error detection display method of the 
present invention comprises a step of detecting a loop 
state error of the network, and, in the case where the 
loop state error is detected, displaying the loop state er- 
ror; a step of detecting a connection state with another 
apparatus via the network; in the case where connection 
is detected in the connection state detecting step, de- 
tecting an error of the network, and in the case Where 
an error of the network is detected, displaying an error 
message based on detected error contents; and in the 
case where connection is not detected in the connection 
state detecting step, detecting an error of the network, 
and in the case where an error of the network is detect- 
ed, displaying an error message based on detected er- 
ror contents. 

[001 2] According to the network error display appara- 
tus of an embodiment of the present invention, operation 
hereafter described is conducted. 
[001 3] First, an error check is conducted to determine 
whether there is a change in the error. To be concrete, 
it is determined whether the error has disappeared. 
[0014] When there is a change in the error, it is deter- 
mined whether there is an error. To be concrete, in such 
a state that the error has already been detected, it is 
determined whether another error is detected. When a 
change of error information is detected, a display priority 
order of the error information is judged. 
[0015] When there is the error, a request is issued to 
display error display information on a display module. 
To be concrete, if error information is detected, then the 
error is displayed according to the display priority order 
of the error information. Even if some error information 
pieces are detected simultaneously, therefore, only one 
of them is displayed as an error in order to prevent the 
user from being confused. If error information having a 
high display priority order is detected even in the case 
an error has already been displayed, the error display 
which is currently displayed is interrupted and display 
processing of the error information having the high dis- 
play priority order is conducted. 
[0016] Hereafter, detailed operation of this error 
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check will be described. 

[001 7] The error check is started and error display in- 
formation is cleared. First, it is determined whether bus 
reset has occurred. If bus reset has occurred, then error 
display information of bus reset occurrence is set. 5 
[0018] Secondly, If bus reset has not occurred, then it 
is determined whether the bus state has become a loop 
state or whether the bus state has become a non-loop 
state. If the bus state has become the loop state or the 
bus has become the non-loop state, then error display 10 
information of the loop state change is set. 
[0019] Thirdly unless the bus state has become the 
loop state or the bus state has become the non-loop 
state, then it is determined whether there is connection. 
If there is no connection, then the error check in the case * 5 
where there is no connection is conducted and it is de- 
termined whether there is an error. If there is an error, 
then error display information without connection is set. 
If there is connection, then the error check in the case 
where there is connection is conducted and it is deter- 20 
mined whether there is an error. If there is an error, then 
error display information such as a signal error is set. 
[0020] If the first error display information of bus reset 
occurrence is set, the second error display information 
of the loop state change is set, or the third error display 25 
information of no connection is set, then error display 
information is output. 

[0021] As a result, display priority order is defined in 
the order of bus reset and loop connection. If the error 
information is detected, therefore, then error display in- 30 
formation is output so as to display the error with the top 
priority than other errors. Even while other error infor- 
mation is being displayed, therefore, the display is inter- 
rupted and error information having higher display pri- 
ority order is displayed. 35 
[0022] Various respective aspects and features of the 
invention are defined in the appended claims. Features 
from the dependent claims may be combined with fea- 
tures of the independent claims as appropriate and not 
merely as explicitly set out in the claims. *o 
[0023] The invention will now be described by way of 
example with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

45 

FIG. 1 is a diagram showing an example of a cycle 
structure of data transmission on a bus of the IEEE 
1394 scheme; 

FIG. 2 is a diagram showing an example of a struc- 
ture of an address space of the CRS architecture; 50 
FIG. 3 is a diagram showing examples of positions, 
names, and functions of principal CRSs; 
FIG. 4 is a diagram showing an example of a gen- 
eral ROM format; 

FIG. 5 is a diagram showing an example of the bus 55 
info-block, root directory, and unit directory; 
FIG. 6 is a diagram showing configuration examples 
of PCRs; 
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FIGS. /A to 7D are diagrams showing configuration 
examples of oMPR, oPCR, iMPR, and iPCR; 
FIG. 8 is a diagram showing an example of relations 
among plugs, plug control registers, and transmis- 
sion channels; 

FIG. 9 is a diagram showing an example of a data 
structure using a hierarchical structure of a descrip- 
tor; 

FIG. 1 0 is a diagram showing an example of a data 
format of a descriptor; 

FIG. 11 is a diagram showing an example of a gen- 
eration ID of FIG. 10; 

FIG. 12 is a diagram showing an example of a list 
ID of FIG. 10; 

FIG. 13 is a diagram showing an example of a stack 
model of an AV/C command; 
FIG. 14 is a diagram showing a relation between a 
command and a response of FCP; 
FIG. 15 is a diagram showing the relation between 
the command and the response of FIG. 14 in more 
detail; 

FIG. 1 6 is a diagram showing an example of a data 
structure of an AV/C command; 
FIGS. 17A to 17C are diagrams showing concrete 
examples of an AV/C command; 
FIGS. 18A and 18B are diagrams showing a con- 
crete example of a command and a response of an 
AV/C command; 

FIG. 19 is a block diagram showing a configuration 
of an IEEE 1 394 device to which an embodiment of 
the present invention is applied; 
FIG. 20 is a flow chart showing main operation of 
an error check; 

FIG. 21 is a flow chart showing detailed operation 
of the error check; 

FIG. 22 is a flow chart showing operation of the error 
check in the case where there is no connection; 
FIG. 23 is a flow chart showing operation of the error 
check in the case where there is connection; 
FIG. 24 is a diagram showing error messages; 
FIG . 25 is a diagram showing an error message and 
user's measure display; 

FIG. 26 is a diagram showing an IEEE 1394 serial 
interface circuit; and 

FIG. 27 is a diagram showing detection of loop con- 
nection. 

[0024] Hereafter, a network error display apparatus of 
an embodiment of the present invention will be de- 
scribed in detail by referring to drawings suitably. Here- 
after, as a device applied to the present embodiment, 
an I E E E 1 394 device conforming to the IEEE 1 394 serial 
interface will be described. 

[IEEE 1394 interface] 

[0025] First of all, the IEEE 1394 interface will now be 
described. 
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[0026] FIG. 1 is a diagram showing a cycle structure 
of data transmission of devices connected by the IEEE 
1394. According to the IEEE 1394, data is divided into 
packets and the packets are transmitted in a time divi- 
sion manner by taking a cycle having a length of 1 25 u.s 5 
as a reference. This cycle is produced by a cycle start 
signal supplied from a node having a cycle master func- 
tion (some device connected to the bus). Isochronous 
packets secure a band (which is called band although it 
is a time unit) required for transmission from the head 
of every cycle. In isochronous transmission, therefore, 
transmission of data in a fixed time is ensured. If a trans- 
mission error occurs, however, there is no mechanism 
for protection and data is lost. In asynchronous trans- 
mission, during time of each cycle which is not used for 
isochronous transmission, a node which has secured 
the bus as a result of arbitration sends out asynchronous 
packets. Therein, reliable transmission is ensured by 
using acknowledgment and retry. However, the trans- 
mission timing does not become fixed. 
[0027] In order that a predetermined node may con- 
duct isochronous transmission, the node must corre- 
spond to the isochronous function. In addition, at least 
one of nodes corresponding to the isochronous function 
must have a cycle master function. In addition, at least 
one of nodes connected to the IEEE 1394 serial bus 9-1 
to 9-4 must have an isochronous resource manager 
function. 

[0028] The IEEE 1394 conforms to a CSR (Control & 
Status Register) architecture having an address space 
of 64 bits prescribed by ISO/IEC 13213. FIG. 2 is a di- 
agram showing the structure of the address space of the 
CSR architecture. Sixteen high-order bits are used for 
a node ID indicating each node on the I EEE 1 394. Forty- 
eight remaining bits are used to specify an address 
space given to each node. The sixteen high-order bits 
are further divided into ten bits of a bus ID and six bits 
of a physical ID (a node ID of a narrow sense). A value 
having 1 in every bit is used for special purpose. There- 
fore, 1 023 buses and 63 nodes can be specified. 
[0029] In an address space of 256 tera bytes pre- 
scribed by forty-eight low-order bits, a space prescribed 
by twenty high-order bits is divided into an initial register 
space of 2,048 bytes to be used for registers specific to 
the CSR and registers specific to the IEEE 1394, a pri- 
vate space, and an initial memory space. In the case 
where the space prescribed by twenty high-order bits is 
the initial register space, the space prescribed by twen- 
ty-eight low-order bits is used as configuration ROMs 
(read only memories), an initial unit space to be used 
for application specific to the node, and plug control reg- 
isters (PCRs). 

[0030] FIG. 3 is a diagram showing offset addresses, 
names, and functions of principal CSRs. The Offset of 
FIG. 3 denotes an offset address compared with an ad- 
dress FFFFFOOOOOOOh where the initial register space 
begins. (Numerals having h at their end are expressed 
by hexadecimal notation.) A bandwidth available regis- 



ter having an offset 220h indicates a band which can be 
assigned to isochronous communication, and only the 
value of the node operating as the isochronous resource 
manager is made valid. That is, each node has CSRs 
shown in FIG. 2. As for the bandwidth available register, 
however, only that of the isochronous resource manager 
is made valid. In other words, substantially only the is- 
ochronous resource manager has the bandwidth avail- 
able register. The bandwidth available register holds a 
maximum value when no bands are assigned to iso- 
chronous communication. Every time a band is as- 
signed, the value is decreased. 

[0031] In channel available registers of offsets 224h 
to 228h, respective bits correspond to channel numbers 
0 to 63, respectively. If a bit is 0, it is indicated that the 
channel has already been assigned. Only the channel 
available register of the node serving as the isochronous 
resource manager is valid. 

[0032] Referring back to FIG. 2, a configuration ROM 
based upon a general ROM (read only memory) format 
is arranged in addresses 200h to 400h in the initial reg- 
ister space. FIG. 4 is a diagram showing a general ROM 
format. A node, which is the unit of access on the IEEE 
1 394, can have a plurality of units which use the address 
space in common and which operate independently in 
a node. A unit directory can indicate the version and lo- 
cation of software for the unit. Locations of a bus info- 
block and a root directory are fixed, but locations of other 
blocks are specified by offset address. 
[0033] FIG. 5 is a diagram showing details of the bus 
info-block, root directory, and unit directory. As a com- 
pany ID in the bus info-block, an ID number indicating 
a manufacturer of the device is stored. As a chip ID, 
there is stored an ID which is unique to the device and 
only one in the world and which does not have duplica- 
tion with other devices. Furthermore, according to 
standards of the IEC 61 833, OOh, Aoh and 2Dh are writ- 
ten into the first octet, second octet and third octet of the 
unit spec id of the unit directory of a device meeting the 
IEC 61 883, respectively. Furthermore, 01 h is written into 
the first octet of the unit switch version, and 1 is written 
into the LSB (least significant bit) of the third octet. 
[0034] In order to control the input and output of a de- 
vice via an interface, each node has a PCR (plug control 
register) prescribed in IEC 61 883, in addresses 900h to 
9FFh in the initial unit space of FIG. 2. This has been 
obtained by substantializing the concept of a plug in or- 
der to logically form a signal path similar to an analog 
interface. FIG. 6 is a diagram showing a configuration 
of the PCRs. The PCR has an oPCR (output Plug Con- 
trol Register) representing an output plug and an iPCR 
(input Plug Control Register) representing an input plug. 
Furthermore, each PCR has a register oMPR (output 
Master Plug Register) and a register iM PR (input Master 
Plug Register) respectively indicating information of an 
output plug or an input plug specific to each device. 
Each device does not have a plurality of oMPRs and 
iMPRs. However, each device is able to have a plurality 
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of oPCRs and iPCRs corresponding to individual plugs, 
according to the capability thereof. Each of PCRs shown 
in FIG. 6 has 31 oPCRs and 31 iPCRs. The flow of iso- 
chronous data is controlled by operating registers cor- 
responding to these plugs. 

[0035] FIGS. 7A to 7D are diagrams showing config- 
urations of the oMPR, oPCR, iMPR and iPCR. FIG. 7A 
shows a configuration of the oMPR. FIG. 7B shows a 
configuration of the oPCR. FIG. 7C shows a configura- 
tion of the iMPR. FIG. 7D shows a configuration of the 
iPCR. In a 2-bit "data rate capability" of the MSB side of 
each of the oMPR and iMPR, there is stored a code in- 
dicating a maximum transmission rate of isochronous 
data which can be transmitted or received by the device. 
A broadcast channel base of the oMPR prescribes the 
number of a channel to be used for broadcast output. 
[0036] In a 5-bit "number of output plugs" of the LSB 
side of the oMPR, there is stored the number of output 
plugs the device has, i.e., a value indicating the number 
of oPCRs. In a 5-bit "number of input plugs" of the LSB 
side of the iMPR, there is stored the number of input 
plugs the device has, i.e., a value indicating the number 
of iPCRs. A non-persistent extension field and a persist- 
ent extension field are areas defined for future exten- 
sion. 

[0037] An "on-line" of an MSB of each of the oPCRs 
and iPCRs indicates the usage state of the plug. In other 
words, the on-line value having "1" indicates that the 
plug is on-line and the on-line value having "0" indicates 
that the plug is off-line. A value of a "broadcast connec- 
tion counter" of each of oPCRs and iPCRs indicates 
whether there is broadcast connection (1) or not (0). A 
value of a "point-to-point connection counter"' having a 
6-bit width in each of oPCRs and iPCRs represents the 
number of point-to-point connections the plug has. 
[0038] A value of a "channel number" having a 6-bit 
width in each of oPCRs and iPCRs represents the 
number of isochronous channel to which the plug is con- 
nected. A value of a "data rate" having a 2-bit width in 
each of oPCRs indicates the actual transmission rate of 
a packet of isochronous data outputted from that plug. 
A code stored in an "overhead ID" having a 4-bit width 
in each of oPCRs indicates the bandwidth of the over- 
head of the isochronous communication. A value of a 
"payload" having a 10-bit width in each of oPCRs indi- 
cates a maximum value of data contained in an iso- 
chronous packet the plug can handle. 
[0039] FIG. 8 is a diagram showing relations among 
plugs, plug control registers, and isochronous channels. 
AV devices 71 to 73 are connected. by an IEEE 1394 
serial bus. Isochronous data specified in a channel by 
an oPCR [1] among oPCR [0] to oPCR [2] prescribed in 
transmission rate and the number of oPCRs by an oM- 
PR of the AV device 73 is sent out to a channel #1 of 
the IEEE 1394 serial bus. Between iPCR [0] and iPCR 
[1] prescribed in transmission rate and the number of 
iPCRs by an iMPR of the AV device 71, the iPCR [0] 
specifies the input channel #1 . The AV device 71 reads 



isochronous data sent out on the channel #1 of the IEEE 
1394 serial bus. In the same way, the AV device 72 
sends out isochronous data onto the channel #2 speci- 
fied by the oPCR [0]. The AV device 71 reads iso- 
5 chronous data from the channel #2 specified by the 
IPCR[1]. 

[0040] In this way, data transmission is conducted be- 
tween devices connected by the IEEE 1394 serial bus. 
In the system of the present example, however, control 
10 and state decision of respective devices can be con- 
ducted by utilizing an AV/C command set prescribed as 
commands for controlling devices connected via the 
IEEE 1394 serial bus. The AV/C command set will now 
be described. 

15 [0041] First of all, a data structure of a subunit identi- 
fier descriptor in the AV/C command set used in the sys- 
tem of the present example will now be described by 
referring to FIGS. 9 to 12. FIG. 9 shows the data struc- 
ture of the subunit identifier descriptor. As shown in FIG. 

20 g, the subunit identifier descriptor is formed of lists each 
having a hierarchical structure. In the case of a tuner, 
the lists represent channels which can be received. In 
the case of a disc, the lists represent songs recorded 
thereon. A list of the highest layer of a hierarchical struc- 

25 ture is called a root list. For example, list 0 becomes the 
root for its subordinate lists. In the same way, lists 2 to 
(n-1) become root lists. There are as many root lists as 
objects. For example, in the case where AV devices are 
tuners, objects are channels in digital broadcast. Fur- 

30 thermore, all lists of one hierarchical class share com- 
mon information. 

[0042] FIG. 1 0 shows a format of the general subunit 
identifier descriptor used in a conventional system. In 
the general subunit identifier descriptor 41 , attribute in- 

35 formation concerning the function is described in its con- 
tents. A "descriptor length field" does not contain the val- 
ue of its field itself. A "generation ID" indicates the ver- 
sion of the AV/C command set. Its value is currently 
"OOh" (where h represents hexadecimal notation) as 

40 shown in FIG. 2. Here, "OOh" means that the data struc- 
ture and command conform to version 3.0 of the AV/C 
General Specification. Furthermore, as shown in FIG. 
1 1 , all values except "OOh" are reserved and secured for 
future specifications. 

45 [0043] A "size of list ID" indicates the number of bytes 
of a list ID. A "size of object ID" indicates the number of 
bytes of an object ID. A "size of object position" indicates 
the position (the number of bytes) in a list to be used for 
reference at the time of control. A "number of root object 

50 lists" indicates the number of root object lists. A "root 
object list id" indicates an ID for identifying a root object 
list of the highest rank of each of independent hierarchi- 
cal classes. 

[0044] A "subunit dependent length" indicates the 
55 number of bytes of a subsequent "subunit dependent 
information" field. The "subunit dependent information" 
field is a field indicating information peculiarto the func- 
tion. A "manufacturer dependent length" indicates the 
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number of bytes of a subsequent "manufacturer de- 
pendent information" field. The "manufacturer depend- 
ent information" field is a field indicating specification in- 
formation of a vendor (manufacturer). If the descriptor 
does not contain "manufacturer dependent informa- 
tion", the "manufacturer dependent information" field is 
not present. 

[0045] FIG. 12 indicates the assignment range of list 
IDs shown in FIG. 10. As shown in FIG. 12, "OOOOh to 
OFFFh" and M 4000h to FFFFh" are reserved and se- 
cured as assignment ranges for future specifications. In 
order to identify dependent information of the function 
type, "1 OOOh to 3FFFh" and "1 OOOOh to maximum list ID 
value" are prepared. 

[0046] By referring to FIGS. 13 to 18, the AV/C com- 
mand set used in the system of the present example will 
now be described. FIG. 13 shows a stack model of the 
AV/C command set. As shown in FIG. 13, a physical lay- 
er 81 , a link layer 82, a transaction layer 83, and a serial 
bus management 84 conform to the IEEE 1394. A FCP 
(Function Control Protocol) 85 conforms to I EC 61883. 
An AV/C command set 86 conforms to 1394 TA specifi- 
cations. 

[0047] FIG. 14 is a diagram describing a command 
and a response of the FCP 85 shown in FIG. 13. The 
FCP is a protocol for effecting control of AV devices on 
the IEEE 1394 scheme. As shown in FIG. 14, the con- 
trolling side is a controller and the controlled side is a 
target. Command transmission and response of the 
FCP are conducted between nodes by using write trans- 
action of asynchronous communication of the IEEE 
1394. Upon receiving data, the target returns an ac- 
knowledgement to the controller for acknowledging the 
reception. 

[0048] FIG. 15 is a diagram showing the relation be- 
tween the command and response of the FCP of FIG. 
14 in more detail. A node A and a node B are connected 
via an IEEE 1 394 bus. The node A is the controller, and 
the node B is the target. In both the node A and the node 
B, a command register and a response register each 
having 512 bytes are prepared. As shown in FIG. 15, 
the controller conveys an instruction by writing a com- 
mand message into a command register 93 of the target. 
On the other hand, the target conveys a response by 
writing a response message into a response register 92 
of the controller. For the two messages heretofore de- 
scribed, control information is exchanged. The kind of a 
command set sent by the FCP is described in a CTS 
included in a data field shown in FIG. 1 6 and described 
later. 

[0049] FIG. 16 shows a data structure of a packet 
transmitted in an asynchronous transfer mode of the AV/ 
C command. The AV/C command set is a command set 
for controlling an AV device, and its CTS (ID of com- 
mand set) = "0000". AV/C command frames and re- 
sponse frames are exchanged between the nodes by 
using the above described FCP. In orderto prevent cast- 
ing a burden upon the bus and the AV device, a re- 



sponse to a command is defined to be sent within 100 
ms. As shown in FIG. 1 6, data of an asynchronous pack- 
et has 32 bits (= 1 quadlet) in the horizontal direction. 
Upper columns of FIG. 1 6 show a header portion of the 

5 packet, and lower columns of FIG. 1 6 show a data block. 
A destination ID indicates the destination. 
[0050] The CTS indicates an ID of the command set. 
In the AV/C command set, CTS = "0000". A ctype/re- 
sponse field indicates a function class of a command 

10 when the packet is a command, and a processing result 
of a command when the packet is a response. Com- 
mands are broadly divided into four kinds of definition: 
(1 ) commands (CONTROL) for controlling the function 
from the outside; (2) commands (STATUS) forjinquiring 

15 about the state from the outside; (3) commands for in- 
quiring whether support of a control command is 
present, from the outside (GENERAL INQUIRY (wheth- 
er support of an opcode is present) and SPECIFIC IN- 
QUIRY (whether supports of an opcode and operands 

20 are present)); and (4) commands (NOTIFY) for request- 
ing the notice of a state change to the outside. 
[0051] A response is returned according to the com- 
. _JPandJdnd. As responses to the CONTROL commands, 
there are "NOT IMPLEMENTED", "ACCEPTED", "RE- 

25 JECTED" and "INTERIM". As responses to the STATUS 
commands, there are "NOT IMPLEMENTED", "RE- 
JECTED", "IN TRANSITION", and "STABLE". As re- 
sponses to the "GENERAL INQUIRY" and "SPECIFIC 
INQUIRY" commands, there are "IMPLEMENTED" and 

30 "NOT IMPLEMENTED". As responses to the "NOTIFY" 
command, there are "NOT IMPLEMENTED", "REJECT- 
ED", "INTERIM", and "CHANGED". 
[0052] A "subunit type" is provided to specify a func- 
tion in the device. For example, "tape recorder/player", 

35 "tuner", or the like is assigned. In order to distinguish 
subunits in the case where there are a plurality of sub- 
units of the same kind, addressing is conducted by using 
a subunit ID as a distinguishing number. An "opcode" 
represents a command. An "operand" represents a pa- 

40 rameter of the command. "Additional operands" are 
fields added as occasion demands. "Padding" is also a 
field added as occasion demands. "Data CRC (Cyclic 
Redundancy Check)" is used for error check at the time 
of data transmission. 

45 [0053] FIGS. 1 7A to 1 7C show concrete examples of 
the AV/C command. FIG. 17A shows concrete examples 
of ctype/response. Its upper column shows commands 
and its lower column shows responses. "CONTROL" is 
assigned to "0000". "STATUS" is assigned to "0001". 

so "SPECIFIC INQUIRY" is assigned to "0010". "NOTIFY" 
is assigned to "0011". "GENERAL INQUIRY" is as- 
signed to "0100". "0101 to 0111" are reserved and se- 
cured for future specifications. "NOT IMPLEMENTED" 
is assigned to "1000". "ACCEPTED" is assigned to 

55 "1 001 ". "REJECTED" is assigned to "1010". "IN TRAN- 
SITION" is assigned to "1011". "IMPLEMENTED/STA- 
BLE" is assigned to "1100". "CHANGED" is assigned to 
"1101". "INTERIM" is assigned to "1111". "1110" is re- 
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served and secured for future specifications. 
[0054J FIG. 1 7B shows concrete examples of the sub- 
unit type. "Video monitor" is assigned to "00000". "Disc 
recorder/player is assigned to "00011". "Tape recorder/ 
player" is assigned to "001 00". "Tuner" is assigned to 
"001 01 ". "Video camera" Is assigned to "001 11". "Vend- 
er unique" is assigned to "11100". "Subunit type extend- 
ed to next byte" is assigned to "1 1 1 1 0". "Unit" is assigned 
to "11111", and it is used when the command or re- 
sponse is sent to the device itself. For example, turning 
on and off of the power supply can be mentioned. 
[0055] FIG. 17C shows concrete examples of op- 
codes. For each of the subunit types, a table of opcodes 
exists. In FIG. 1 7C, opcodes in the case where the sub- 
unit type is the "tape recorder/player" are shown. Fur- 
thermore, for each opcode, an operand is defined. Here, 
"VENDOR-DEPENDENT 1 is assigned to "OOh". 
"SEARCH MODE" is assigned to "50h". "TIMECODE" 
is assigned to "51 h". "ATN" is assigned to "52h". "OPEN 
MIC" is assigned to "60h". "READ MIC" is assigned to 
"61 h". "WRITE MIC" is assigned to "62h". "LOAD ME- 
DIUM" is assigned to "C1h". "RECORD" is assigned to 
"C2h". "PLAY" is assigned to "C3h". "WIND" is assigned 
to "C4h". 

[0056] FIGS. 1 8A and 1 8B show concrete examples 
of an AV/C command and an AV/C response. For exam- 
ple, in the case where a playback order is to be given to 
a playback device serving as the target (consumer), the 
controller sends the command to the target as shown in 
FIG. 18A. In this command, CTS = "0000" because the 
AV/C command set is used. Since the command (CON- 
TROL) for controlling a device from the outside is used, 
ctype = "0000" (see FIG. 17A). Since the subunit type 
is a tape recorder/player, it follows that subunit type = 
"00100" (see FIG. 17B). Furthermore, "id" indicates the 
case of ID0, and id = 000. The opcode becomes M C3h" 
meaning the playback (see FIG. 1 7C). The operand be- 
comes "75h" meaning "FORWARD". Upon playback, 
the target returns a response as shown in FIG. 18B to 
the controller. Since "accepted" is included in the re- 
sponse, it follows that response = "1001" (see FIG. 17A). 
Except the response, other fields are the same as those 
of FIG. 18A, and description thereof will be omitted. 

[IEEE 1394 device] 

[0057] FIG. 1 9 is a block diagram showing a configu- 
ration of an I EEE 1 394 device, to Which an embodiment 
of the present invention is applied. 
[0058] In FIG. 19, an IEEE 1394 device 1 is connected 
to an IEEE 1394 cable 2, which forms a network, via an 
IEEE 1394 connector 3. The IEEE 1394 device 1 in- 
cludes therein an IEEE 1394 signal processing section 
4 for transmitting or receiving an IEEE 1394 signal S1 
to or from the IEEE 1394 cable 2, a main body process- 
ing section 5 for conducting processing on error infor- 
mation S2 supplied from the I EEE 1 394 signal process- 
ing section 4, and an display section 6 for displaying er- 



ror display data S3 supplied from the main body 
processing section 5. 

[0059] The IEEE 1394 signal processing section 4 in- 
cludes a physical layer circuit 31 and a link layer circuit 
5 32 as represented by a signal processing circuit 30 con- 
nected to an IEEE 1394 serial bus 34 shown In an IEEE 
1394 serial interface of FIG. 26. 

[0060] The IEEE 1394 signal processing section 4 
conducts detection of error information concerning con- 

10 nectidn of isochronous transmission, detection of error 
information concerning isochronous packets such as 
audio data, detection of bus reset of relatively low order 
concerning the IEEE 1394, loop connection detection, 
and detection of error information S2 such as channel 

15 or band deficiency of relatively middle order. 

[0061] By monitoring the IEEE 1394 signal S1 sup- 
plied from the IEEE 1394 cable 2, the IEEE 1394 signal 
processing section 4 conducts loop detection, and de- 
tection of error information S2 of relatively low order, 

20 such as cable pulling out or putting in. 

[0062] By monitoring header information of packets, 
the IEEE 1394 signal processing section 4 detects error 
information S2 of relatively middle order, such as indis- 
tinguishable video data from audio data or a format error 

25 due to insufficient interval for real time transmission. 
[0063] By letting video data and audio data flow on 
the bus, conducting negotiation, and monitoring the 
flowing signals, the IEEE 1394 signal processing sec- 
tion 4 detects error information S2 of relatively middle 

30 order, such as noise detection, irregular signal detec- 
tion, or detection deviation of a synchronizing signal 
which should come within a fixed time. At this time, the 
IEEE 1 394 signal processing section 4 detects the error 
information S2; while making a distinction between an 

35 error of the receiving system on the network and an error 
within a device. 

[0064] The main body processing section 5 includes 
a CPU, a ROM, and a RAM. The main body processing 
section 5 supplies display data S3 displaying an abnor- 
40 mal state which is high in emergency for the user and 
which induces an error avoiding action, among some 
kinds of error information S2 supplied from the IEEE 
1394 signal processing section 4, to the display section 
6. 

45 [0065] By detecting the error information S2 and judg- 
ing the degree of emergency, the main body processing 
section 5 judges the order of error display, 
[0066] Furthermore, by conducting protocol control 
and judging the error information S2, the main body 

50 processing section 5 supplies display data S3 displaying 
such a band error of relatively middle order that repre- 
sents a band which cannot be let flow on the bus, to the 
display section 6. 

[0067] Furthermore, by, for example, judging the error 
55 information S2 on the basis of the degree of emergency, 
the main body processing section 5 supplies display da- 
ta S3 displaying a connection device error which is ab- 
sence of a required connection device, such as absence 
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of a configuration for receiving a video signal, absence 
of a configuration for receiving a cryptograph, or a trou- 
ble of the receiving side. 

[0068] The display section 6 displays received display 
data in a suitable display method. For example, the dis- 
play data is displayed by flashing characters twice In a 
short time interval, and display is conducted for one sec- 
ond. Furthermore, an error is displayed by characters in 
an alarm display column by utilizing a GUI (Graphical 
User Interface), or an icon for alarm is displayed. At this 
time, as soon as an error is detected, application soft- 
ware for the GUI, which is high order, can be started and 
the error can be displayed. 

[0069] As described later, the display section 6 also 
displays user's measure corresponding to an error dis- 
play. 

[0070] The IEEE 1394 device having the above de- 
scribed configuration conducts operation hereafter de- 
scribed. 

[0071] FIG. 20 is a flow chart showing main operation 
of an error check. 

[0072] In FIG. 20, the error check is conducted at a 
step S1 . To be concrete, operation of a flow chart shown 
in FIG. 21 described later is conducted. 
[0073] At a step S2, it is determined whether there is 
a change in the error. To be concrete, it is determined 
whether the error has disappeared. 
[0074] When there is a change in the error at the step 
S2, the processing proceeds to a step S3 and it is de- 
termined whether there is an error. To be concrete, in 
such a state that the error has already been detected, it 
is determined whether another error is detected. When 
an change of error information is detected, an display 
priority order of the error information is judged. 
[0075] When there is an error at the step S3, the 
processing proceeds to a step S4 and a request is is- 
sued to display error display information on an display 
module. To be concrete, if error information is detected, 
then the error is displayed according to an display pri- 
ority order of the error information. Even if some error 
information pieces are detected simultaneously, there- 
fore, only one of them is displayed as an error in order 
to prevent the user from being confused. If error infor- 
mation having a high display priority order is detected 
even in the case an error has already been displayed, 
the error display which is currently displayed is interrupt- 
ed and the error information having the high display pri- 
ority order is displayed. Therefore, a user's measure can 
be displayed intelligibly while making a distinction be- 
tween an error of the receiving system on the network 
and an error within a device. As for the concrete priority 
order, the low order is an error caused by bus reset, the 
middle order is an error without connection such as 
band, and the high order is an error with connection such 
as protocol. In this case, the lower order error is judged 
from information of a configuration register, and the me- 
dium and high order errors are judged from packet in- 
formation. 



[0076] FIG. 21 is a flow chart showing-detailed oper- 
ation of the error check. The flow chart shown in FIG. 
21 corresponds to the operation of the step S1 shown 
in FIG. 20. 

5 [0077] In FIG. 21 , the error check is started at a step 
S11. 

[0078] At a step S12, error display information is 
cleared. 

[0079] At a step S1 3, it is determined whether bus re- 

10 set has occurred. If bus reset has occurred at the step 
S13, then the processing proceeds to a step S14 and 
error display information of bus reset occurrence is set. 
[0080] If bus reset has not occurred at the step S13, 
then the processing proceeds to a step S15 ar^l it is de- 

*5 termined whether the bus state has become a loop state 
or whether the bus state has become a non-loop state. 
[0081 ] If the bus state has become a loop state or the 
bus has become a non-loop state at the step S15, then 
the processing proceeds to a step S1 6 and error display 

20 information of the loop state change is set. 

[0082] Unless the bus state has become a loop state 
or the bus state has become a non-loop state at the step 
S1 5, then the processing proceeds to a step S1 7 and it 
is determined whether there is connection. 

25 [0083] If there is no connection at the step S1 7; then 
the processing proceeds to a step S18 and the error 
check in the case where there is no connection is con- 
ducted. To be concrete, operation of a flow chart shown 
in FIG. 22 described later is conducted. 

so [0084] At a step S1 9, it is determined whether there 
is an error. If there is an error at the step S19, then the 
processing proceeds to a step S20, and error display 
information with no connection is set. 
[0085] If there is connection at the step S1 7, then the 

35 processing proceeds to a step S21 and the error check 
in the case where there is connection is conducted. To 
be concrete, operation of a flow chart shown in FIG. 23 
described later is conducted. 

[0086] At a step S22, it is determined whether there 
40 is an error. If there is an error at the step S22, the 
processing proceeds to a step S23 and error display in- 
formation such as a signal error is set. 
[0087] If the error display information of bus reset oc- 
currence is set at the step S14, the error display infor- 
ms mation of the loop state change is set at the step S16, 
the error display information of no connection is set at 
the step S20, the error display information such as a sig- 
nal error is set at the step S23, there is no error at the 
step S19, or there is no error at the step S22, then the 
so processing proceeds to a step S24 and error display in- 
formation is output. 

[0088] To be concrete, if an display priority order is 
defined in the order of bus reset and loop connection, 
and the error information is detected, then error display 
55 information is output so as to display the error with the 
top priority than other errors. Even while other error in- 
formation is being displayed, therefore, the display is in- 
terrupted and error information having a higher display 
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priority order is displayed. 

[0089] FIG. 22 is a flow chart showing operation of the 
error check in the case where there is no connection. 
The flow chart shown in FIG. 22 corresponds to opera- 
tion of the step S1 8 shown in FIG. 21 . 
[0090] In FIG. 22, the error check in the case where 
there is no connection is started at a step S31 . 
[0091] At a step S32, It is determined whether con- 
nection cannot be formed. 

[0092] If connection cannot be established at the step 
S32, the processing proceeds to a step S33 and error 
display information to the effect that connection cannot 
be established is set. 

[0093] If connection can be established at the step 
S32, then the processing proceeds to a step S34 and it 
is determined whether a band cannot be obtained. 
[0094] If the band cannot be obtained at the step S34, 
then the processing proceeds to a step S35 and error 
display information to the effect that the band cannot be 
obtained is set. 

[0095] If the band can be obtained at the step S34, 
then the processing proceeds to a step S36 and it is de- 
termined whether a channel cannot be acquired. If the 
channel cannot be acquired at the step S36, then the 
processing proceeds to a step S37 and error display in- 
formation to the effect that the channel cannot be ac- 
quired is set. 

[0096] As described above, as for error information 
concerning connection of isochronous transmission 
which has occurred during the connection processing of 
isochronous transmission, error causes, such as such 
a state that connection cannot be established, such a 
state that a band cannot be obtained, and such a state 
that a channel cannot be acquired, are extracted suc- 
cessively from the error information according to a pro- 
cedure of connection processing, and error display is 
conducted. 

[0097] FIG. 23 is a flow chart showing operation of the 
error check in the case where there is connection. The 
flow chart shown in FIG. 23 corresponds to operation of 
the step S21 shown in FIG. 21 . 

[0098] In FIG. 23, the error check in the case where 
there is connection is started at a step S41 . 
[0099] At a step S42, it is determined whether there 
is no signal. 

[0100] If there is no signal at the step S42, then the 
processing proceeds to a step S43 and error display in- 
formation to the effect that there is no signal is set. 
[0101] If there is a signal at the step S42, then the 
processing proceeds to step a S44 and it is determined 
whether an ISO (isochronous) signal is an empty pack- 
et. 

[0102] If the ISO (isochronous) signal is the empty 
packet at the step S44, then the processing proceeds 
to a step S45 and error display information to the effect 
that the packet is empty is set. 

[01 03] If the ISO (isochronous) signal is not the empty 
packet at the step S44, then the processing proceeds 



to a step S46 and it is determined whether a signal is 
not PLL (Phase Locked Loop) locked. If the signal is not 
PLL locked at the step S46, then the processing pro- 
ceeds to a step S47 and error display information to the 

s effect that the signal is not locked is set. 

[01 04] If the signal is PLL locked at the step S46, then 
the processing proceeds to a step S48 and if is deter- 
mined whether a sampling frequency is not suitable. If 
the sampling frequency is not suitable at the step S48, 

10 then the processing proceeds to a step S49 and error 
display information to the effect that the frequency is not 
suitable is set. 

[01 05] If the sampling frequency is suitable at the step 
S48, then the processing proceeds to a step S50 and it 

15 is determined whether a signal is not a itoear PCM 
(Pulse Code Modulation) signal. If the signal is not the 
linear PCM signal at the step S50, then error display in- 
formation of nonlinear PCM is set. 
[0106] As described above, as for error information 

20 concerning data of isochronous transmission which has 
occurred after completing connection processing of is- 
ochronous transmission, the display priority order is de- 
fined in the order of such a state that there is no signal, 
such a state that there is no audio data in an isochronous 

25 packet, such a state that there is no synchronizing in- 
formation or synchronizing information is wrong, such a 
state that a audio sampling frequency is not correspond- 
ing, and such a state that audio data is not a linear PCM . 
[01 07] In this way, error information may be displayed 

30 by successively changing time frorri high order to low 
order. Furthermore, as for processing in the case where 
an error of low order and an error of high order overlap, 
an error caused by bus reset which is an error of low 
order may be displayed together with an error of high 

35 order without connection or with connection. It is also 
possible to interrupt error display of low order and dis- 
play an error of high order over an error of low order. 
Furthermore, upon recovery from an error of low order, 
it may not be displayed at the time of display of high 

40 order. 

[0108] FIG. 24 is a diagram showing error messages. 
[0109] In FIG. 24, a display message 62 correspond- 
ing to "C78: 11" (at the time of device selection) in an 
error code number 61 is "The selected device is con- 

45 ducting 63 LINCs (links) and it cannot cope with more 
LINCs". The detail is (12) "Connection failure of an out- 
put plug of the opposite device side". A display message 
62 corresponding to M C78: 1 2" (TUNER, ANALOG) in the 
error code number 61 is "STR (stereo tuner receiver) 

50 has 63 formed LINCs (links) and it cannot have more 
links". The detail is (31) "Connection failure of its own 
input plug". 

[0110] A display message 62 corresponding to "C78: 
22.22" in the error code number 61 is 'The case where 
55 a different format (a signal which cannot be reproduced) 
is detected". The detail is (22) 'The format is not an I EC 
958 format". A display message 62 corresponding to 
"C78:22.23" in the error code number 61 is 'The case 
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where a different format (a signal which cannot be re- 
produced) is detected". The detail is (23) "Discrepancy 
between N bits (asynchronous) and a rate control pro- 
tocol". A display message 62 corresponding to "C78: 
22.25" in the error code number 61 is "The case where 5 
a different format (a signal which cannot be reproduced) 
is detected" The detail is (25) The sampling frequency 
is not suitable". A display message 62 corresponding to 
,, C78:22.26" in the error code number 61 is "The case 
where a different format (a signal which cannot be re- 10 
produced) is detected". The detail is (26) "The signal is 
not a linear PCM". 

[0111] A display message 62 corresponding to "C78: 
31 " in the error code number 61 is "The case where the 
signal clock is out of standard values and the PLL lock 15 
is not established". The detail is (24) "The signal is un- 
locked". 

[01 1 2] A display message 62 corresponding to "C78: 
04" in the error code number 61 is "The case where 
there are not input signals at all during selection of a 20 
connection device". The detail is (21) "There are no sig- 
nals". 

[0113] A display message 62 corresponding to "C78: 
15.13" in the error code number 61 is "Since the bus is 
full of signals, output or input cannot be conducted". The 25 
detail is (13) "band is deficient at the time of input". A 
display message 62 corresponding to "C78: 1 5. 1 4" in the 
error code number 61 is "Since the bus is full of signals, 
output or input cannot be conducted". The detail is (14) 
"Channel is fully occupied at the time of input". A display 30 
message 62 corresponding to "C78:15.15" in the error 
code number 61 is "since the bus is full of signals, output 
or input cannot be conducted". The detail is (15) "Band 
is deficient at the time of output". A display message 62 
corresponding to "C78:1 5.33" in the error code number 35 
61 is "Since the bus is full of signals, output or input can- 
not be conducted". The detail is (33) "Channel is fully 
occupied at the time of output". 

[0114] A display message 62 corresponding to "C78: 
03" in the error code number 61 is "A loop has been 40 
formed by cable connection". 

[0115] A display message 62 corresponding to "C7B: 
00" in the error code number 61 is "Bus reset has oc- 
curred (for example, in the case where a new device is 
connected)". 45 
[0116] Error messages heretofore described corre- 
spond to erro rs of transmission processing of the receiv- 
ing system on the network. Not only those but also error 
messages corresponding to errors within the device 
hereafter described are displayed. so 
[0117] A display message 62 corresponding to "C60: 
01" in the error code number 61 is "The temperature 
within the device is rising". A display message 62 cor- 
responding to "C60:08" in the error code number 61 is 
"The speaker terminal is shortcircuited". A display mes- 55 
sage 62 corresponding to "C60:13" in the error code 
number 61 is "The selected device is not connected". 
As a result, it is possible to display a user's measure 



intelligibly while making a distinction between an error 
of the receiving system on the network and an error with- 
in a device. 

[0118] FIG. 25 is a diagram showing an error mes- 
sage andia display corresponding to the user's meas- 
ure. In FIG. 25, the above described case where a dis- 
play message 62 corresponding to "C78:03" in the error 
code number 61 shown in FIG. 24 is displayed is shown 
as an example. Although not illustrated, the user's 
measure for each of other display messages is also dis- 
played in the same display form. 
[0119] With reference to FIG. 25, a message 12 rep- 
resenting "There is a loop in cable connection," a switch 
section 1 3 representing "Detail" for detailed display, and 
a switch section 14 representing "Re-inspection" are 
displayed on a display section 11 (liquid crystal touch 
panel) of an IEEE 1394 device 10. If the user depresses 
the switch section 13 representing "Detail," then a dis- 
play 15 of the user's measure representing "The con- 
nection cannot be established in a loop state. Discon- 
nect a cable in one place somewhere" is displayed in- 
stead of the message 12. 

[0120] In this way, an error message can be displayed 
intelligibly on the liquid crystal display section. In addi- 
tion, details can also be displayed. Furthermore, by also 
storing an error code which has occurred within the de- 
vice in the storage section in the same way as the error 
code on the network, error codes corresponding to net- 
work errors and error codes corresponding to errors 
within the device can be processed by the same oper- 
ation flow in the device decision block. In addition, pri- 
ority order can be given easily. 

[Loop detection] 

[0121] In the IEEE 1394 interface, data transfer is 
conducted by taking a packet as the unit. In the IEEE 
1 394 interface, the unit of minimum handled data is one 
quadlet (= 4 bytes = 32 bits). 

[0122] The IEEE 1394 serial interface conducting 
such packet transmission and reception will now be de- 
scribed by referring to FIG. 26. A signal processing cir- 
cuit 30 of the IEEE 1394 interface includes a physical 
layer circuit 31 for directly driving an IEEE 1394 serial 
bus 34, and a link layer circuit 32 for controlling data 
transfer of the physical layer circuit 31 . The physical lay- 
er circuit 31 is connected to the IEEE 1394 serial bus 
34 via a port. Furthermore, the link layer circuit 32 is 
connected to an application side circuit 33 such as an 
MPEG (Moving Picture Experts Group) transporter. 
[0123] In the IEEE 1394 standards, a maximum of 63 
signal processing circuits 30 can be connected via the 
serial interface bus 34. And the connection form of the 
serial interface bus 34 is stipulated so as to become a 
node branch form, i.e., the so-called tree form. A circuit 
serving as a branch point, i.e., a node of such a tree 
shaped connection form is the physical layer circuit 31 
in the signal processing circuit 30. In the physical layer 
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circuit 31 , one or more ports can be provided according 
to the standards. The serial interlace bus 34 is connect- 
ed to the these ports. 

[0124] Furthermore, according to the IEEE 1394 
standards, the bus cable can be pulled out from and put 
in a port, in a hot state, i.e., in such a state that the power 
is turned on and each electronic device serving as each 
application side circuit 33 is operating. And at the time 
point when a node is added or deleted by pulling out 
from or putting in a port of the bus cable, bus reset is 
generated and the parent-child relation between nodes 
is determined. 

[01 25] An example of a system formed by connecting 
three nodes in a tree form by using the IEEE 1 394 serial 
bus 34 cable is shown in FIG. 27. In FIG. 27, cables of 
the IEEE 1394 serial bus are represented by thick lines. 
This system 50 includes nodes 51 , 52 and 53 serving 
as physical layer circuits which form signal processing 
of the IEEE 1394 serial interface. In each of the nodes 
51, 52 and 53, two ports p1 and p2 are provided. Fur- 
thermore, each of the nodes 51 , 52 and 53 includes a 
register which indicates the operation state of the node 
and registers which indicate the operation states of the 
ports. Here, a port p2 of the node 52 is connected to a 
port p1 of the node 51 , and a port p1 of the node 53 is 
connected to a port p2 of the node 51 . 
[0126] In response to requests from the node 52 and 
the node 53, the node 51 recognizes that the node 52 
and the node 53 are child nodes, and thereafter sends 
a signal "TX_CHILD_NOTIFY M to the node 52 and the 
node 53. As a result, such a connection relation that the 
node 51 is the parent and the node 52 and the node 53 
are children is established. By the way, depending on 
timing of bus cable connection, the node 51 sends a re- 
quest signal 'TX_PARENT_NOTIFY" to the node 52 
and the node 53, and the node 52 and the node 53 be- 
come parent nodes, in some cases. 
[0127] However, it is now assumed that a port p1 of 
the node 52 and a port p2 of the node 53 are further 
connected together in the configuration shown in FIG. 
27. In this case, each of the nodes 51 , 52 and 53 sends 
the request signal "TX_PARENT_NOTIFY n . As a result, 
parent-child relations cannot be established among the 
nodes 51 , 52 and 53, and packets cannot be transmitted 
and received. If loop connection is thus conducted by 
using cables of the IEEE 1394 serial bus, then packets 
cannot be transmitted and received, and operation con- 
forming to the IEEE 1394 standards cannot be conduct- 
ed. 

[0128] Such a loop state is detected from information 
of registers indicating the node operation state and reg- 
isters indicating operation states of ports, which are pro- 
vided in the nodes 51 , 52 and 53. 

[Configuration of an AV system] 

[0129] Hereafter, there will be described an example 
in which as IEEE 1394 devices applied to the present 



embodiment, read only CD players (1), (2) and (3), an 
MD recorder/player capable of recording and reproduc- 
ing, and a PC (personal computer) are connected to an 
STR (stereo tuner receiver) having a tuner function 
5 which can be provided with an analog input, by using an 
IEEE 1394 bus, which is an interface conforming to the 
IEEE 1394 format. 

[01 30] As apparatuses comprising an AV system, the 
STR, three CD players, i.e., the CD player (1) corre- 
10 sponding to the STR, the CD player (2) corresponding 
to the STR and the CD player (3) corresponding to the 
STR, the MD recorder/player corresponding to the STR, 
and the PC are included. 

[0131] The STR functions as a center of the AV sys- 

15 tern. The STR mainly has a tuner function, an external 
source input selection function, and an amplifier func- 
tion. For example, speakers SP (L) and (R) respectively 
of left and right channels corresponding to stereo sound 
can be connected to the STR. 

20 [0132] As described later, the STR is so formed as to 
conduct selection on a broadcast signal received by an 
internal tuner section, an analog audio signal input, and 
a plurality of audio sources input from the outside via 
IEEE 1394 buses, and finally output a selected signal 

25 as sound from the speakers SP (L) and (R). 

[0133] The STR also has a remote controller RM for 
conducting operation on the STR. The STR receives an 
operation command signal sent in response to operation 
conducted on the remote controller RM, and executes 

30 required operation according to the content of the oper- 
ation command signal. Only the remote controller RM 
corresponding to the STR is given. However, other de- 
vices can also be operated by using the remote control- 
ler in the same way. 

35 [01 34] Furthermore, as device kinds capable of imple- 
menting various highly convenient system performanc- 
es by connecting them together with the STR, the CD 
player (1) corresponding to the STR, the CD player (2) 
corresponding to the STR and the CD player (3) corre- 

40 sponding to the STR, the MD recorder/player corre- 
sponding to the STR, and the PC are also shown here. 
[01 35] Each of the CD player (1 ) corresponding to the 
STR, the CD player (2) corresponding to the STR and 
the CD player (3) corresponding to the STR has a func- 

45 tion as a CD player and reproduces audio data recorded 
on a CD mounted thereon. Each of the CD players cor- 
responding to the STR can send and output audio data 
reproduced from the CD, via the IEEE 1394 bus. 
[0136] Furthermore, the MD recorder/player corre- 

50 sponding to the STR has a function capable of recording 
and reproducing audio data onto and from a MD, which 
is a rewritable optical magnetic disk. And the MD record- 
er/player corresponding to the STR can receive audio 
data sent via the IEEE 1394 bus and record the audio 

55 data on the MD. Furthermore, the MD recorder/player 
corresponding to the STR can reproduce audio data re- 
corded on the MD and send and output the reproduced 
audio data via the IEEE 1394 bus. 
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[0137] Furthermore, the PC can send and output vid- 
eo data and audio data picked up by, for example, a vid- 
eo camera, via the IEEE 1394 bus. 
[0138] In such an AV system, error messages corre- 
sponding to errors on the network caused by a device 
connected to the STR and errors within the STR are dis- 
played on a display section of the STR. In addition, de- 
tails can also be displayed. Furthermore, a user's meas- 
ure table can also be displayed. 
[0139] Furthermore, a system controller of the STR 
may obtain error information on the network on the basis 
of various kinds of information of a CFR (Configuration 
Register) provided in the IEEE 1394 interface circuit. 
[0140] Furthermore, in the case where isochronous 
transfer is conducted in data transfer effected via the 
IEEE 1 394 bus, the system controller of the STR needs 
to acquire information required for transmission from an 
IRM (Isochronous Resource Manager). However, the 
system controller of the STR may obtain error informa- 
tion on the network on the basis of various kinds of in- 
formation of a CSR (Control and Status Register). 
[0141] In the above described present embodiment, 
only an interface of the IEEE 1394 standards is shown 
as the interface section. As a matter of course, however, 
the present embodiment can be applied to other inter- 
faces such as a USB (Universal Serial Bus). 

[IEEE 1394 serial bus] 

[0142] Further an outline of the IEEE 1394 serial bus 
(hereafter referred to as 1394 serial bus) applied to the 
interface of the present embodiment will now be de- 
scribed. 

[01 43] First, the connection form will be described. In 
the 1394 serial bus, the connection form is restricted, 
where a maximum of 63 devices can be connected to 
one bus by con necting the devices in a tree form having 
no loops. A port of each device transmits a received data 
signal continuously to another port. As a result, the data 
signal propagate throughout the bus. 
[01 44] The cable will now be described. The cable in- 
cludes two sets of differential signal lines TPA and TPB, 
and a power supply pair VG (ground) and VP (power 
supply). By using two signal lines TPA and TPB, dynam- 
ic configuration of the bus, arbitration for acquiring the 
right to use the bus, and data signal propagation are 
conducted. The TPA is always provided with a bias. By 
detecting it in the TPB, it is determined whether there is 
active cable connection. 

[0145] A signal of the physical layer section will now 
be described. Each of the two signal lines TPA and TPB 
assumes three values of "1", "0" and "Z". "Z" means a 
high impedance state, in which neither of the connected 
ports is driven. The TPA sends a signal called strobe, 
and the TPB sends data. The receiving side obtains a 
clock by finding exclusive OR of the data and strobe, 
and reads data at a change point of the clock. 
[0146] Bus initialization will now be described. Each 



port determines whether a node is connected or re- 
moved, by detecting whether there is a bias output by 
the TPA of the opposite party of the connection. A node 
which has detected a change of the port connection 

5 state sends a bus reset signal to a certain port having 
other connection for a predetermined time. Another 
node which has received the bus reset signal further 
sends a bus reset signal to another port of the connec- 
tion. This process is repeated. Finally, the bus reset sig- 

10 nal is conveyed to all nodes connected to the bus. A 
node which has received a bus reset sighal clears pre- 
vious form information and its own node ID. Thereafter, 
each node recognizes itself as a branch in such a state 
that each of nodes connected to the bus is connected 

*5 to a plurality of adjacent nodes or as a leaf having only 
one adjacent node. In addition, nodes are provided with 
parent-child relations, and root nodes in a tree structure 
are determined. 

[0147] Asynchronous communication will now be de- 
20 scribed. As one of the data packet transfer methods 
used in the 1 394 interface, there is asynchronous com- 
munication. This is unidirectional data packet transfer. 
The sending side describes a data packet transfer des- 
tination address in a packet header, and sends the data 
packet to the bus. The data packet is propagated to all 
nodes on the bus. A node corresponding to the transfer 
destination address described in the packet header re- 
ceives the data packet as described above, and returns 
a receiving result (ack). The sequence of transfer proc- 
esses is called asynchronous sub action. 
[0148] For starting the asynchronous subaction, the 
bus must be in the idle state for a fixed time period called 
a subaction gap. Also while the receiving side is receiv- 
ing the data packet and returning the ack, the bus as- 
sumes the idle state. This interval is called an ack gap. 
Since the ack gap is sufficiently short as compared with 
the subaction gap, another subaction is not started. 
[0149] Isochronous communication will now be de- 
scribed. As another method among the data packet 
transfer methods used in the 1 394 interface, there is is- 
ochronous communication. The isochronous communi- 
cation is conducted in synchronism with a cycle start 
packet sent by a cycle master, which exists on the bus 
by itself, at fixed intervals. Upon receiving the cycle start 
packet, a node of the sending side of the isochronous 
communication starts arbitration after waiting an iso- 
chronous gap, and sends an isochronous packet. In the 
case where there is another sending node, arbitration is 
started in succession with the isochronous gap, and an 
isochronous packet is sent. 

[0150] Here, the isochronous gap is sufficiently short 
as compared with the subaction gap. Even if there is a 
node which desires to conduct asynchronous commu- 
nication during the isochronous gap, the subaction gap 
cannot be detected and consequently sending cannot 
be conducted. In other words, a node which sends an 
isochronous packet is given priority every cycle. Fur- 
thermore, unlike the asynchronous communication, in 
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the isochronous communication the address of data 
transfer destination is not specified and broadcast to the 
bus is conducted. Channel numbers of 0 to 63 are as- 
signed to isochronous packets. Each node can receive 
isochronous packets having required channel numbers. 
[0151] For example, in the case where the interface 
conforms to the IEEE 1394 format and devices can be 
controlled by an AV/C command, a device has informa- 
tion calted subunit type, which indicates the function of 
the device. 

[0152] Here, the unit means the digital device itself, 
and the subunit takes charge of the function of the digital 
device. Therefore, a combination of subunits forms a 
unit. How to divide the unit into function units is deter- 
mined appropriately. 

[0153] For example, as a digital device, the STR unit 
can be considered to be a combination of a tuner subunit 
(receiving function) and an analog input subunit. As for 
the compact disc (CD) unit, a combination of compact 
disk recorder subunits (reproducing functions) can be 
considered. As for the mini disc (MD) unit, a combination 
of mini disc recorder/player subunits (recording func- 
tion/reproducing function) can be considered. As for a 
digital television (DTV) unit, a combination of a tuner 
subunit (receiving function) and a monitor subunit can 
be considered. Furthermore, as for a video tape record- 
er unit integral with a television, a combination of a tuner 
subunit (receiving function), a monitor subunit, and a 
tape recorder/ player subunit (recording function/repro- 
ducing function) can be considered. In this way, suitable 
subunits are determined as function units, 
[0154] The above described subunits are virtual func- 
tion units and they do not necessarily coincide with ac- 
tual circuit configuration. Furthermore, for example, in a 
circuit, there are blocks which do not belong to any sub- 
units. Blocks which need not be controlled by an AV/C 
command, such as a decoder block, are an example 
thereof. 

[01 55] According to the above described present em- 
bodiment, it is possible to notify the user of an abnormal 
state of the network system intelligibly by displaying a 
message. 

[0156] In addition to an alarm of an abnormal state 
using a message, an action to be taken by the user is 
indicated by a user's measure display. As a result, it is 
possible to urge the user to take an action to avoid an 
error. 

[01 57] Furthermore, it is possible to make a distinction 
in recognition among an abnormality of a device of op- 
posite party of communication on the network, an ab- 
normal state of hardware of the device itself, and an ab- 
normal state of the whole network. 
[01 58] Since an error message is displayed intelligibly 
for the user, special knowledge concerning the network 
is not required and the user can take an action by watch- 
ing only the display. 

[0159] In an IEEE 1394 network, a network error dis- 
play apparatus of the present invention includes: first 



detection means for detecting an error of a loop state of 
the network; second detection means for detecting a link 
state for the network; third detection means for detecting 
an error which occurs in case where such a state that 

5 there is no link for the network is detected by the second 
detection means; fourth detection means for detecting 
an error which occurs in case where such a state that 
there is a link for the network Is detected by the second 
detection means; storage means for storing respective 

10 messages indicating error states detected respectively 
by the detection means; display means for displaying a 
message for a user; and control means for reading out 
a message which indicates error states from the storage 
means based on error states detected respectively by 

15 the plurality of detection means, and displaying the mes- 
sage on the display means. Embodiments of the present 
invention may bring about the following effects. A user's 
measure can be displayed intelligibly while making a 
distinction between an error of the receiving system on 

20 the network and an error within a device. In addition, 
when error information is detected, then the error can 
be displayed according to an display priority order of the 
error information. Even if some error information pieces 
are detected simultaneously, only one of them can be 

25 displayed as an error in order to prevent the user from 
being confused. Furthermore, if error information having 
a high display priority order is detected even in the case 
an error has already been displayed, the error display 
which is currently displayed is interrupted and display 

30 processing of the error information having the high dis- 
play priority order can be conducted. 
[0160] In the network error display apparatus of em- 
bodiments of the present invention, the third detection 
means detects at least such a state that communication 

35 with another apparatus via the network is impossible, 
and such a state that a band required for data transmis- 
sion cannot be secured on the network. This brings 
about the following effects. As for error information con- 
cerning connection of isochronous transmission which 

40 has occurred during the connection processing of iso- 
chronous transmission, error causes, such as at least 
such a state that communication with another apparatus 
via the network cannot be conducted and such a state 
that a band cannot be obtained, can be extracted suc- 

45 cessively from the error information according to a pro- 
cedure of connection processing, and error display can 
be conducted. 

[0161] In the network error display apparatus of em- 
bodiments of the present invention, the fourth detection 

so means detects at least such a state that a signal cannot 
be obtained from the network, and such a state that a 
signal on data is not a predetermined signal. This brings 
about the following effects. As for error information con- 
cerning data of isochronous transmission which has oc- 

55 curred after connection processing completion of iso- 
chronous transmission, the display priority order is de- 
fined in the order of at least such a state that a signal 
cannot be obtained from the network, and such a state 
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that a signal is not a predetermined signal, and error 
display can be conducted. 

[0162] In the network error display apparatus of em- 
bodiments of the present invention, there is further pro- 
vided fifth detection means for detecting connection of 
a new apparatus to the network or cancel of connection 
of an apparatus from the network, and a state of the net- 
work detected by the fifth detection means is displayed. 
This brings about the following effects. When a new ap- 
paratus is connected to the network, an error state can 
be displayed. When an apparatus is removed, display 
so as to avoid an error can be conducted. 
[0163] In the network error display apparatus of em- 
bodiments of the present invention, the plurality of con- 
trol means reads out from the storage means to thereby 
display the message on said display means based on 
priority order for states of the network detected by the 
plurality of detection means. This brings about an effect 
that error display can be conducted according to display 
priority order based on the degree of emergency. 
[0164] In a network using an IEEE 1394, an error de- 
tection display method of the present invention includes: 
a step of detecting a loop state error of the network, and, 
in case where the loop state error is detected, displaying 
the loop state error; a step of detecting a connection 
state with another apparatus via the network; in case 
where connection is detected in the connection state de- 
tecting step, detecting an error of the network, and in 
case where an error of the network is detected, display- 
ing an error message based on detected error contents; 
and in case where connection is not detected in the con- 
nection state detecting step, detecting an error of the 
network, and in case where an error of the network is 
detected, displaying an error message based on detect- 
ed error contents. 

[0165] Therefore, embodiments of the present inven- 
tion may bring about the following effects. A user's 
measure can be displayed intelligibly while making a 
distinction between an error of the receiving system on 
the network and an error within a device. In addition, 
when error information is detected, then the error can 
be displayed according to an display priority order of the 
error information. Even if some error information pieces 
are detected simultaneously, only one of them can be 
displayed as an error in order to prevent the user from 
being confused. Furthermore, if error information having 
a high display priority order is detected even in the case 
an error has already been displayed, the error display 
which is currently displayed is interrupted and display 
processing of the error information having the high dis- 
play priority order can be conducted. 
[0166] Having described preferred embodiments of 
the present invention with reference to the accompany- 
ing drawings, it is to be understood that the present in- 
vention is not limited to the above-mentioned embodi- 
ments and that various changes and modifications can 
be effected therein by one skilled in the art without de- 
parting from the scope of the present invention as de- 



fined in the appended claims. 

[0167] In so far as the embodiments of the invention 
described above are implemented, at least in part, using 
software-controlled data processing apparatus, it will be 
5 appreciated that a computer program providing such 
software control and a transmission, storage or other 
medium by which such a computer program is provided 
are envisaged as aspects of the present invention. 

10 

Claims 

1. A network error display apparatus in an IEEE 1394 
network, said network error display apparatus com- 
*5 prising: 

first detection means for detecting an error of a 
loop state of said network; 
second detection means for detecting a link 
20 state for said network; 

third detection means for detecting an error 
which occurs in case where such a state that 
there is no link for said network is detected by 
said second detection means; 
25 fourth detection means for detecting an error 

which occurs in case where such a state that 
there is a link for said network is detected by 
said second detection means; 
storage means for storing respective messag- 
es 0 es indicating error states detected respectively 
by said detection means; 
display means for displaying a message for a 
user; and 

control means for reading out a message which 
35 indicates error states from said storage means 

based on error states detected respectively by 
said plurality of detection means, and display- 
ing the message on said display means. 

40 2. The network error display apparatus according to 
claim 1 , wherein said third detection means detects 
at least such a state that communication with an- 
other apparatus via the network is impossible, and 
such a state that a band required for data transmis- 
45 sion cannot be secured on said network. 

3. The network error display apparatus according to 
claim 1, wherein said fourth detection means de- 
tects at least such a state that a signal cannot be 

50 obtained from the network, and such a state that a 
signal on data is not a predetermined signal. 

4. The network error display apparatus according to 
claim 1 , wherein 

55 

said network error display apparatus further 
comprises fifth detection means for detecting 
connection of a new apparatus to said network 
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or cancel of connection of an apparatus from 
said network, and 

a state of the network detected by said fifth de- 
tection means is displayed. 

5 

The network error display apparatus according to 
claim 1 , wherein said plurality of control means 
reads out a message from said storage means to 
thereby display the message on said display means 
based on priority order for states of said network io 
detected by the plurality of detection means. 

An error detection display method in a network us- 
ing IEEE 1394, comprising the steps of: 

15 

detecting a loop state error of said network, 
and, in case where said loop state error is de- 
tected, displaying said loop state error; 
detecting a connection state with another ap- 
paratus via said network; 20 
in case where connection is detected in said 
connection state detecting step, detecting an 
error of said network, and in case where an er- 
ror of said network is detected, displaying an 
error message based on detected error con- 25 
tents; and 

in case where connection is not detected in said 
connection state detecting step, detecting an 
error of said network, and in case where an er- 
ror of the network is detected, displaying an er- 30 
ror message based on detected error contents. 
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